NOAA2306 Aircraft Fleet Support Systems

AFSS Local/Remote/ Access Agreement

Purpose and Scope: 

I understand I am being granted permission to access unclassified NOAA2306 IT systems, as specified below, and that my use of this access may be monitored by NOAA2306 personnel for compliance with this standard. I understand this remote access of AFSS networks is granted for official use and solely to facilitate the following application(s):_____________________________________________________________________

My affiliation is with (project, dept., etc.): _____________________________________.

User Agreements: 

In the event that a user-account is assigned to me, I understand and agree to the following:

1. I will not connect any removable media to the network without approval.
2. I will not attempt to install any software or equipment without approval.
Unique Account Identification: 

In the event that a user-account is assigned to me, I understand that the user account name and password assigned to me is not to be shared with any other person or entity. I understand my password must adhere to the following:

3. Passwords must have at least twelve (12) non-blank characters.

4. Passwords must contain characters from at least three of the following four categories:

a. English upper case characters (A...Z);

b. English lower case characters (a...z);

c. Base 10 digits (0...9); and

d. Non-alphanumeric (For example, !,$#%).

5. Six of the characters must not occur more than once in the password. (e.g., 'AAAAAAA1n#t!' is not acceptable, but 'A%rmp2g1n#t!' and 'A%ArmA2gA1n!' are acceptable).

6. Passwords must not include any of the following: vendor/manufacturer default passwords, names (e.g., system user names, part of or your entire account name, family names), words found in dictionaries (i.e., words from any dictionary, spelled forward or backward), addresses or birthdays, or common character sequences (e.g., 3456, ghijk, 2468).

7. Vendor-supplied default passwords, such as SYSTEM, Password, Default, USER, Demo, and TEST, must be replaced immediately upon implementation of a new system.

8. Passwords that need to be shared because of an overriding operational necessity, as well as group passwords, cannot be used to control access to other IT systems or applications on IT systems.

9. Systems or applications that have multiple passwords for different levels of access or authentication must have unique passwords for each level.

10. The password must not be displayed as it is entered.

11. Password must be changed every 90 days.

12. Passwords must not be repeated in the last 8 used.

Further, I understand failure to comply will result in termination of access to AFSS networks.

· Hardware/MAC Address: To access AFSS networks, a MAC Address is required. I understand I am responsible for providing the MAC address to NOAA2306 administrators to facilitate access to AFSS networks. Workstations will not host server that is accessed by the internet. Users will not share their account information, including VPN or ISP. Users will prevent others from accessing OMAO information by systems under their control. Users will not use instant messaging or peer-to-peer applications while connected to OMAO. Users will report security violations as quickly as possible to NOAA2306 ISSO. Automatic password saving features will not be used to access NOAA2306 systems and networks.

· NOAA2306/AFSS will not provide hardware for remote access. NOAA2306 guidance is any computer accessing AFSS networks should have the most current anti-virus and anti-spyware software installed and running, the most current patches for the Operating System installed, and a configured personal firewall blocking inbound access from the Internet.
AFSS Local/Remote/ Access Agreement

Instructions: 

This form is to be filled out by the NOAA2306 sponsor with the assistance of the User requesting account. The form will be turned into the ISSO for review and approved by the SO.
 SHAPE 



To be filled out by customer


Sponsor Checklist: 							Form Date_________





Project Name:  ___________________		Organization Name:  _____________


Sponsors Name: __________________		Owners Email: __________________


Sponsors Signature: _______________ 		Owners Name: __________________


							Owners Signature: _______________





User Checklist (not required when accessing public services from outside AOC)





_____ AOC Employee?


_____ NON AOC Employee?


_____ Completed NOAA IT Security Awareness Training?		Date: ________


_____ Certificate Attached?





Specify date, time and purpose for access:       Start Date______ Stop Date_______


 


(Purpose): ______________________________________________________________





User Requests Access AS (check all that apply):





User Type: Admin _____	SSA _____	GROUP (ACS) _____ 


Developer (GSN) _____	Contractor (GSN) _____	Contractor (ACS) _____ Contractor (Repository) ______





Network or Resource Access TO (check all that apply):





GSN (ground support network) _____	PSN _____ AGLN _____ MOCKUP_____


ACS (aircraft network) _____		N42RF _____ N43RF _____ N49RF _____





























To be filled out by noaa2306 ISSO


Approved _____	Disapproved _____ 


Discrepancies, corrective action required: ______________________________________





To be filled out by noaa2306 SO


NOAA2306 Authorization: 





__________________________	_________________________     	_____________


Printed Name				Signature				Date
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